January 2, 2020

Dear Dr. Renwick,
It was a pleasure to meet you in Washington D.C. in November. I was glad to hear that you are in the
process of drafting a report on the Telecommunications and Other Legislation Amendment (Assistance
and Access) Act 2018 (“the Act”) and that you were seeking comment.
Here are some of the views of the Cybersecurity Coalition that I lead on areas where your report could
focus:


As we discussed in our meeting, the Coalition would point you to the Carnegie Endowment for
International Peace’s paper on encryption entitled Moving the Encryption Policy Conversation
Forward which has thoughts on areas where solutions can be found and a set of principles for
review of solutions. These principles include weighing the proposed solution’s utility to law
enforcement, assessing the solutions equity to all stakeholders, ensuring specificity to limit
abuse or unintended effects, focusing the solution so as not to decrease cybersecurity at large,
ensuring that the solution is subject to an authorized legal process, ensuring that the legal
standards required for the solutions use limit its scope, and ensuring that the solution and
associated processes are auditable, transparent, routinely evaluated, and subject to oversight.
We believe that these principles help to ensure legitimacy and consensus among effected
stakeholders.



As you raised in our meeting, the Act’s lack of specificity in defining Systemic Weakness and
Systemic Vulnerability is a serious concern to both industry and privacy advocates. As it stands,
industry is unable to narrow down the extent to which this Act impacts their products and
businesses.
In our view, a systemic vulnerability is any code where a exploit (theoretical or actual) could be
utilized to affect more than a single user. The Carnegie report principles outline several areas
that can help with this analysis.
Specifically, the Coalition believes that the Act fails to provide clear assurances that the
government will not attempt to weaken encryption in ways that could create substantial
ongoing vulnerabilities via other means aside from what might be traditionally viewed as a
backdoor such as, unintentionally permitting insecure authentication methods or weakening key

