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This submission will address each question in turn.
1. Whether the Act Contains Appropriate Safeguards for Protecting Individual Rights
My prior submissions to the PJCIS have answered this question in the negative. The Act puts the human
rights of non-Australians in jeopardy, and it threatens Australians’ individual rights. Those include press
freedom and the right against self-incrimination as I discuss below, as well as other free expression rights and
privacy rights that have been cogently discussed in others’ submissions to the PJCIS.4
Human rights of non-Australians. My first submission to the PJCIS (9 September 2018)5 described
how the Act would give cover to oppressive governments to abuse the human rights of their people. If Australia
forces providers covered by the Act to give Australian investigators technical assistance in accessing the data
and communications of Australians, then governments with dismal human rights records will demand that those
providers do the same for them, so that they can investigate such “crimes” as political dissent, being gay, or
speaking ill of the king. And Australia will not have a leg to stand on if it wishes to condemn such abuses,
because Australia, in passing and enforcing the Act, will have been a catalyst for them.
Press freedom. My most recent PJCIS submission (14 June 2019)6 addressed the adverse impact of the
Act (particularly Schedules 1 and 3) on press freedom in Australia. As that comment describes (and as you are
surely aware), mere months after the Act’s passage, the Australian Federal Police conducted a disturbing series
of raids on journalists and media outlets, aided by new powers granted under the Act. These incidents have
already demonstrated concretely that the Act lacks appropriate safeguards. By empowering the raids as well as
threatening journalists’ ability to protect their sources’ confidentiality, the Act flouts internationally agreedupon principles of press freedom. Moreover, by chilling journalism, the Act also undermines the right of
individuals to receive information without government censorship. In sum, the Act (particularly taken together
with other surveillance legislation passed in recent years) threatens Australian democracy as a whole, because
a free press and an informed public are essential to a functioning democracy.
Self-incrimination. Another troubling aspect of the Act, which I have not discussed in prior
submissions, is Schedule 3’s amendment of subsection 3LA(5) of the Crimes Act 1914 to increase the penalty
for refusing to unlock one’s phone (or other “computer or data storage device”) for the police from two years’
imprisonment to five (ten for serious offenses or serious terrorism offenses).7 There are obvious privacy
problems in forcing people to let investigators see everything contained in their cell phones. “With all they
contain and all they may reveal,” cell phones “hold for many [people] ‘the privacies of life,’” as the U.S.
Supreme Court observed in a 2014 ruling imposing a warrant requirement for cell phone searches.8 But in
addition to the privacy problem, the requirement to unlock one’s phone for police or else go to prison for five
years or more also waters down Australia’s already-weak right against self-incrimination and is
disproportionate to the underlying crime being investigated.
In the United States, the Fifth Amendment to the U.S. Constitution guarantees the right not to be
compelled to testify against oneself.9 Although Australia has no federal bill of rights comparable to that of the
Proportionate, https://necessaryandproportionate.org/about. Lacking any background in international human rights law, I am
not invoking that framework when I use the terms “necessary” or “proportionate” in this submission. Nevertheless, I
encourage the INSLM to review the Principles and evaluate the Assistance and Access Act against them.
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U.S. Constitution,10 it, along with over 100 other countries around the world, recognizes some variant of the
right against self-incrimination.11 However, Australia’s right of suspects and arrestees not “to say or do
anything” as provided in the Crimes Act 1914 is much weaker than the Fifth Amendment, because the Crimes
Act just plain erases the right if “another law of the Commonwealth requires the person to answer questions put
by, or do things required by, the investigating official.”12 That is: you have the right not to incriminate yourself,
except when you don’t.
The things an Australian investigator can require someone to do include unlocking one’s phone, as
noted above. By contrast, in the U.S., thanks to the Fifth Amendment, someone ordered by police to unlock
their phone may (depending on the circumstances) have the constitutional right not to do so, as the act of
unlocking can be considered testimonial.13 If so, the individual could not be punished for exercising their
constitutional right. That is, their refusal to unlock their phone could not be penalized by even two years’
imprisonment (as the Crimes Act formerly allowed), much less five or ten. In increasing that penalty, the Act
only underscores that Australians have little protection against compelled self-incrimination to begin with.
That increased penalty is also problematic because it is out of proportion to the underlying crime.
Indeed, that is the amendment’s entire purpose: to dissuade people from refusing to incriminate themselves in
an offense (i.e., unlock their phones) by punishing the refusal much more harshly than the offense.14 This turns
the entire concept of the right against self-incrimination on its head. And, as Australia’s Human Rights
Commissioner said, it “seems to be a disproportionate impact on human rights.”15 His Commission noted in a
submission to the PJCIS last year that such a disproportionate and arbitrary penalty may violate multiple articles
of the International Covenant on Civil and Political Rights (ICCPR),16 which Australia has ratified (albeit
without adopting the rights the ICCPR enumerates into domestic legislation).17
Repealing the portion of the Assistance and Access Act that amends Subsection 3LA of the Crimes Act
(or even repealing Subsection 3LA itself) would not fix the larger problem that Australia lacks a bill of rights.
But it would at least restore a little bit of color to the pallid right against self-incrimination in Australia.
2. Act’s Proportionality to Terrorism and/or National Security Threats
The details of terrorism threats and/or national security threats are typically kept under wraps, which
precludes me and other members of the general public from giving fully-informed comments on this aspect of
10
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the INSLM’s review. I suspect that the Act, which has been criticized as “draconian,”18 is a disproportionate
response to the actual size of the threat. But without being privy to non-public threat information (as the INSLM
likely will be), I cannot meaningfully test that suspicion. Nevertheless, I hope my outside perspective might
still be helpful insofar as I can illuminate the proportionality issue from a different angle.
Specifically, I want to emphasize that encryption and other cybersecurity measures help to protect
national security interests, whereas by undermining cybersecurity (as I have explained previously),19 the Act
risks harming those interests. In evaluating the Act’s proportionality, the INSLM should compare the extent to
which the Act undermines those interests against the degree to which it can be shown to help combat the threats
to them.
I have explained before20 that the basic trouble with access mechanisms intended for use only by the
“good guys” is that they are susceptible to discovery and abuse by the “bad guys” as well. The “bad guys” can
then use that access mechanism to snoop on the “good guys” and damage national security. In one notorious
example, attackers exploited the wiretap functionality of Greece’s largest cell service provider, subverting a
means of access intended only for legitimate law enforcement use in order to snoop on the calls of the country’s
prime minister, the mayor of Athens, and at least 100 other high-ranking officials.21
Why was that hack possible? Because those officials used the same cellular network that everyone else
did, and that network had been designed to be wiretappable by the police. Similarly, governments regularly
procure the same so-called “commercial off-the-shelf” hardware, software, and services that are available in
the marketplace to ordinary consumers and businesses (e.g., Microsoft software), then tailor them to
organizational needs. That means any vulnerabilities in those “COTS” products could pose a risk to the
government customers’ security as well.22 Typically those vulnerabilities would be unintentional. But when
governments impose access mandates (such as the Act), then, to comply, COTS products and services will
contain vulnerabilities by design—for that is what a “capability” under the Act is: a vulnerability.23 Australia
can recognize the risk that insecure products could pose to national security when the government suspected of
mandating those insecurities is China,24 but it seems incapable of turning that same reasoning on itself.
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The upshot is that, by passing the Act, Australian government officials will open themselves up to
exploitation by using the very same products and services they are forcing to be less secure, be it a smartphone,
chat app, cloud storage service, or what have you. And it is no answer that, per Section 317ZG, the Act does
not intend for covered providers to create “systemic weaknesses” or “systemic vulnerabilities”: that will still
likely be the result, as I have explained before.25 Government officials are already targets for cyberattacks as it
is;26 by compelling covered providers to weaken their security, the Act risks adding new vectors for such attacks.
In short: the Act was meant to improve national security, but it will only end up undermining it. This
is why multiple former top intelligence officials in the U.S. have publicly opposed weakening encryption—
even though they know firsthand what national security and terrorism threats the country faces.27 They have
concluded that the cost of mandating weaker security outweighs the benefit.28 As the INSLM, you are wellpositioned to ask Australia’s intelligence agencies why they have not come to the same conclusion as their
American counterparts.
3. Necessity of the Act
As above, since I lack insight into the precise scope of the criminal, terrorist, and national security
threats that Australia faces, I cannot give a fully-informed opinion on whether the Act “remains necessary” to
combat those threats. But, again as above, I suspect the Act (which as passed ran to 224 pages29) was not
necessary to begin with and still isn’t.
An initial question is what “necessary” means. As said, this is not defined by the PJCIS or the INSLM.
If one takes the view that in an age of ubiquitous encryption, law enforcement agencies could not do their jobs
at all without the new powers granted under the Act, then by that view, the Act was “necessary.” But this is not
a serious view. A new report by a working group convened by the Carnegie Endowment for International Peace
calls it a “straw man” argument “that law enforcement will be unable to protect the public unless it can obtain
access to all encrypted data through lawful process” and “that law enforcement must have access to all
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information or else society will disintegrate.”30 And indeed, that interpretation of the Act’s “necessity” does not
stack up to reality. The law enforcement and security services were investigating, prosecuting, and preventing
crime and terrorism before the Act’s new powers went into effect. One does not need to know the secret details
of those efforts to see that.
After all, the advent of digital technologies gave rise to a “golden age of surveillance”31 from which
Australia’s law enforcement and intelligence agencies have benefited. Through such technologies as email,
chat, smartphones, mobile apps, productivity and collaboration software, health trackers, and social media, we
now create a vast amount of data about ourselves (including our bodies, movements, activities, and social
interactions) that “did not exist or were not recorded in the past.”32 Those already-numerous sources of
information will be further augmented by the additional data streams generated by “Internet of Things” devices,
from doorbells to cars to toothbrushes. Much of that data (both contents and so-called “metadata”) is recorded
and stored in a way that law enforcement agents can access with the proper legal process. The transparency
reports regularly issued by many technology companies about government requests for their users’ data stand
as testament to that.33
Australia’s law enforcement and intelligence agencies were well aware of these many sources of data
that were already available to them before the Assistance and Access Act was passed, and they took full
advantage of them under the country’s existing surveillance statutes. For example, they have used the
Telecommunications (Interception and Access) Amendment (Data Retention) Act 2015 to serve over 300,000
warrantless requests per year on Australian telcos for the metadata of their subscribers.34
In this bounteous cornucopia of information, the contents of a smartphone or chat message are just one
morsel. Encryption (and other technologies for preserving the privacy and security of data) may have taken a
bite out of investigators’ access, but certainly not eaten it whole. “The fact that information is now encrypted
does not represent an unprecedented challenge for law enforcement; it merely represents a slight retreat from
the ‘golden age of surveillance’ that we currently live in.”35
All of which is to say: investigators do not need the Act to do their job. There are many sources of
evidence still available to them in pursuit of the ultimate goal of public safety. That goal can be (and was)
accomplished without the Act. As the Carnegie report put it: “Can law enforcement operate in an environment
where encryption is more broadly available? Yes.”36
What the Act’s new powers might actually do is to help law enforcement agencies carry out certain
investigatory tasks more expeditiously and with less friction, such as by making evidence-gathering faster,
cheaper, or otherwise less resource-intensive. (For example, threatening to throw someone in prison for ten
years is a very quick and cheap way to get access to a locked, encrypted phone, especially when there is no
pesky right against self-incrimination getting in the way.) That is, the Act’s new powers are not strictly
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