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The Hon Roger Gyles QC AO 
Acting Independent National Security Legislation Monitor
One National Circuit
Barton ACT 2600

Dear Mr Gyles

Inquiry into section 35P of the ASIO Act

Thank you for the opportunity to make a submission to this inquiry regarding the operation of section 35P of the Australian Security Intelligence Organisation Act 1979. We write in our capacity as Professor of International Relations at Griffith University (and a former senator and member of the Parliamentary Joint Committee on Intelligence and Security [PJCIS]) and as a PhD candidate in the School of Government and International Relations at Griffith whose research focuses on intelligence oversight in relation to national security agencies. We are solely responsible for the views and content in this submission and are happy for them to be made public.
One of the key objectives of the Independent National Security Legislation Monitor is to assist Ministers in ensuring that Australia’s counter terrorism and national security legislation contains appropriate safeguards for protecting the rights of individuals, remains proportionate to any threat of terrorism or threat to national security. As currently legislated, section 35P raises concerns about the extent to which appropriate safeguards exist for protecting the rights of individuals, in particular, journalists. 
In his 2004 report of the inquiry into Australian intelligence agencies, Phillip Flood (2004, p. 51) stated, ‘[o]ur liberal, democratic society demands that all elements of government are accountable.’ Australia’s Intelligence Community is no exception. By their very nature, however, intelligence agencies need to be secretive and standards of accountability and oversight necessarily differ from those applicable to other parts of government. At the same time, the Australian public needs to have confidence those intelligence agencies are acting with legality, efficacy and efficiency. Indeed, as Flood (2004, p. 164) observed, ‘effective oversight and accountability of intelligence agencies is critically important for a healthy democracy.’ Greater secrecy does not ensure greater security.
In Australia, the media plays a critical role in the oversight of intelligence agencies. When acting most effectively, the media can appropriately investigate the policies and activities of the intelligence agencies and also the oversight bodies, including the executive, legislative and judiciary. In particular, investigative journalists can play a key role in keeping the public informed by exposing improper, illegal, ineffective, or inefficient conduct on the part of the intelligence services and/or the oversight bodies. 

As it now exists, however, section 35P states that ‘[a] person commits an offence if the person discloses information and the information relates to a special intelligence operation’ (SIO). This precludes journalists and any other individual, from reporting on any activities undertaken by ASIO in relation to SIOs and performing the vital function of intelligence oversight. When speaking to this issue, the Attorney General, Senator George Brandis QC, stated ‘[t]his is not a law about journalism, it’s not a law about journalists, it’s a law of general application about the disclosure of something which ought not, for obvious reasons, to be disclosed.’ While we take this point and acknowledge there are good reasons to maintain the immediate secrecy of covert operations, we also consider it to be in the public interest for any abuses of law, right or process to be able to be addressed. 

In this context, section 35P as is it now exists raises several concerns. First, it criminalises the activity of journalists (and others), constrains freedom of the press and in doing so derogates from the valuable and important role a journalist (or other person) might undertake in checking excess uses of power within a free society.

Second, if the principle contained in the section could be argued successfully to be sound, it is nevertheless unsound in that it is a principle to be applied without any obvious limits. The legislation does not define the nature of the 
 ‘information’ relating to an SIO which should not be disclosed. Nor does it prescribe the time frame during which non-disclosure is prohibited. It would seem that the disclosure of all information for all time is prohibited. While we recognise some of the practical difficulties of deciding which information might or might not be revealed, in deference to long standing and important principles of accountability and oversight, we believe the legislation would be improved if there we some clarity around these matters. In particular, some attempt should be made to provide a more qualified/precise definition of ‘information’ relating to SIOs and serious consideration be given to the time frame for non-disclosure. 

A third consideration relates to a disclosure by a person. While we share some of the widespread concerns about the restraints on journalists, the wider impact of the section on others raises concerns about perhaps unintended consequences. Would, for example, a member of parliament, who had acquired information about an SIO of which she/he has concerns – illegality, for example, be prohibited from raising the matter before a parliamentary committee? Parliamentary privilege might perhaps protect the disclosure and this may be the appropriate public policy interest, but as drafted the section might, on a strict construction, preclude it. 

The recent amendments also raise several issues of concern regarding the role and responsibilities of the Inspector-General of Intelligence and Security (IGIS). We note that the section 35PA of the Australian Security Intelligence Organisation Act 1979 states ‘[t]he Director-General (of ASIO) must cause the Inspector-General of Intelligence and Security to be notified if a special intelligence operation is authorised under this Division.’ In addition, section 35Q of the Act requires, ‘[if] a special intelligence operation is authorized under this Division, the Director-General must give the Minister and the Inspector-General of Intelligence and Security a written report.’

We acknowledge the increasingly important place the IGIS occupies as part of the oversight and accountability arrangements for Australia’s intelligence services. While we strongly support this role, two matters are of concern, one relating to effective oversight and another related to resources. As to the former, the legislative scheme now in place creates a set of circumstances where the agencies of the executive arm of government are monitoring their own performance and assessing whether they have met standards of accountability. In essence, IGIS although a statutory officer of the Commonwealth, heads an office within Prime Minister and Cabinet, with the prime minister as ‘responsible minister’ and is given oversight duties of actions undertaken by the head of another agency head (the Director General of ASIO) who reports to another member of the executive, the Attorney General. 

We have the highest regard for the current IGIS, and indeed her predecessors. Nevertheless, we believe that effective accountability demands oversight to be undertaken by different arms of government, not by agencies responsive to individuals with a similar constitutional status, that is, in this case, part of the executive arm of government as ministers of the crown. It is possible to conceive of various elegant solutions to this problem, including reporting SIOs to the PJCIS. Another, although not ideal, but which would cause less disruption to the current legislative scheme, would be to amend the relevant pieces of legislation to enable the activities of the IGIS to be formally scrutinized by the PJCIS alongside other key intelligence agencies. 
Taking this course would permit attention to the second of our concerns regarding the work of IGIS, namely its capacity to manage the work attendant to its expanding mandate with existing resources. This has been a long standing concern as IGIS’ evidence to numerous parliamentary inquiries makes clear and as noted in its 2013-14 Annual Report: ‘The principal challenge in 2014-15 will thus be to ensure the office develops and maintains the technical capacity to continue providing effective assurance about the legality and propriety of intelligence agencies; extended activities, while maintaining the capacity to respond to ministerial requests, initiate inquiries and handle complaints as necessary.’
While we acknowledge and welcome the recent allocation of an additional funding to IGIS, the overall adequacy of the resourcing remains of concern. The workload of IGIS will increase significantly as a result of the recent changes to national security legislation. This increased workload coincides with the increased responsibilities of IGIS in the Public Interest Disclosure Act 2013 and sits alongside a long list of well established duties and responsibilities. Enabling the PJCIS to scrutinse the work of IGIS would not only establish a more effective system of oversight, it would enable the resources issues that have troubled IGIS’ work for some time to receive regular attention by a parliamentary committee whose existing responsibilities revolve around such matters. A reform along these lines would strengthen public confidence in the safeguards and standards of accountability that should be applied when considering the oversight of national security arrangements within a democracy such as our own. 

Finally, in expressing these views on the matters raised by your inquiry we advise that would be pleased to supplement this submission either in person or in writing, should you wish us to do so. 


Yours sincerely,
Russell Trood
Professor of International Relations and Director of the Griffith Asia Institute at Griffith University

Kate Grayson
PhD candidate in the School of Government and International Relations at Griffith University
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